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Abstract of JP2002271 41 7 
PROBLEM TO BE SOLVED: To provide a 
tunneling device which is capable of operating 
LANs through an IP network as a common 
VPN. SOLUTION: An U\N-side port has a 
function of receiving the entire frame 121 of a 
data link layer flowing through a network, 
forming (encapsulated) an IP packet 125 that 
contains the received frame as data, and 
transmitting the IP packet 1 25 from the IP 
network-side port to a tunneling terminal 
station. An IP network-side port has a function 
of receiving the IP packet 125 addressed to it, 
taking out the frame 121 of the data link layer 
from the IP packet 125 when the IP packet 125 
is the encapsulated frame of the data link 
layer, and transmitting the frame 121 from the 
LAN-side port. 
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1 ] o s I #H8^:"r;i/07='-^ V zyi^MKoy 

U-L.^m§m-r^ C tt^V^^ L A NffliJ:^^- h ^ O S 

yiy-L.^'f—^tT^ I P/^>$r'y b^f^^ io 
ft:) L> ^Ov'^^ir^y I PS^ffiiJ^i^- h^^^ h 'J > 

-hvit. ^m^Ticm^nx^rc i p/^^^y h^sm 

^'f-^'):y^m<Dy\y-~L.^^K>ti^^i.. ^(Dyu-L. 
CW*3S 2 ] BUIB L A N m:»- V tC4ol>TS^ Lfc 7=^ 

I Pagffl!l2}^-htc43l^T§fiLfc I P/^^-^Viy^^T"- 

iiL^)i/^m<oy\y-L.^WLK)mtmc. ^<oip^^^y 

^l^ffiEL. ^^IctOIBI P/^y^y htcBi^ft-s^y^^Tb^^ 
^^tg^fii^:rcc ^;&#mi:-rsW5^3S 1 mmo 30 

[0001] 

:&y^><^-h^^y hy-^^^^r^vpNS^Btci^ 

§0 40 

[000 2] 

-i7^^±icmm'r^rcib(D\/PN:^tLXR fc 2 

4 0 1 ^TM^^n^ I P s e c ^i^m Lrct.(0. r f 
C2 6 6 1 T^g^^n^L 2 T P^^$fflL?ct>0. RF 
C 2 5 4 7T*aS^nSMPLS^ffifflLfct(0C03O 

CO 0 0 3] ^-f. 04^ffl(/^T I P s e c^l^fflLfc 
:i5-^tCOt^TiS-N:;5o LAN421. 422^1 PJB^ 4 
3 1 ^nLXmmm^J:Zf^^^-]-^-y hy-i7tLX so 



^^icmf^r^fctb. I P s e c^fig*Jg«L/-c;b-^f 

4 4 1, 4 4 2*<^oTJg^t-^o i^*4 1 1-412 
^'3^*4 13-4 14 ^fOP^Tj^^ff ^tl^/^y^y h 
ti. 4 4 1 , 4 4 21cJ;-dT I P s e cCDBg^fk 
Sr/lgliE)b^Rt)n.. ^:/^-^*y b±TCi01 40AH 

^y^mttu^titzVim. cretin 1 5<de s p-<-rn 

LAN4 2 1. 4 2 2?^(OmM\Hmff^^-y hy—^±(D 

CO 0 0 4] :^^:JC. 0 5^«l/^TL2TP*ffifflL;rc73 

^lCO(/>T3ZE-^^o CCD-fi^Xlt. VPNi^W:^^^^ 

^-rmMmWis 2 s^mmLXLAc 5 7 ucp 
ppxmm-r^o LAC5 7Ui. coppp:7i^-i^ 
\cm 1 6 icTsi-r L 2 T p-N^y ^''^muLx l 2 t p 37 U 

-Ktl^tzm. CCDL 2 T P:71^— I P^5 3 1 ^ 

mAi>x)i^-i$' 5 4 2^/^^yhtLx^mT^o 

^5 4 2iiLNStm£n. C<DL2TPyiy-'Ls^L 

AN 5 2 2(OyU'-L.y:i'—^y hlC^^L. LANS 

2 2±fDi^*tcfE3M-r^o ^/c. aisiHisas 2 3^^^ 
\.ts:i^m^^ ±mLAcm^^mpLrcmmvyh^mm 

Lfcl^^S 1 2 (LAC^'^-rrvh) ti. ±fHLAC 

5 7 1 i:|5]^tcPPP:7U-Z:.tcL2TP-N'y;$?^^{^An 
L. ^OL2TP>^U— ALLANS 2 2^C^L. L 

AN 5 2 2±(Di^Mtmm^n'!>o cnicxK>. \ pm 

±XLA C^fctiL A C^^^rvh^^^ LN S ^XlC 

I P8l^/M^Tiffi*5 11,51 2*:/^'<^-h^*y 
hy— ^7T*^SL AN5 2 2 tC^:fe^C^j^"r§ C 

C0 0 0 5]:^tC. ^e^fflV^TMP L S^^fflLfc?? 

sicoi^T3S^^o LAN^ I prnt^mm^^^i^--^ 

641, 642ti:LE (Label edge) ^iq^iftl. M 

1 7JC^'rS/i:.^»y:5^^^{^ttT:7U-A^^-rSfil^ 
S/c. I Pa^rttii>2:v^>y^rtO^^;l/tct¥o 
T/^^^y h^3^^-r^«SBg^i$oL S R (Label Switch 
router) 6 4 3-64 SXmWiT^o 3^*6 1 1 fy^^tl^ 
^6 I SKmm-^tlfcyU-L.ltt. LEj\^-^64\\C 
^^Xiyl.^y^^tmim^t\. ^^^yhtLXl Pmic 
mm^nrcm. ->L.^y^^(D^^Mcm^XLSR6 
4 3-6 4 S^CcfcoT^^nSo 't<Oy^^y hti^LE 
6 4 Z^Xmmr^t. LE;\^-^ e 4 2l±C(0 
v'i.-N^y^^^^Dil^L. yiy-L.^^^6 1 3tce32ir 
L S RP^TtT^n^/^y*y hteiMti. ^yhy-i^ 
T KUXTni3S:< L E 6 4 1 X\^^'t^t\,fzy^f\^<0^^ 

fc/^^r-y h7b^i^3il$n^Ci:35)^^< . LAN6 2 1i:L 
A N 6 2 2 ^CDKOiiff ;^<(SS^n^o 

CO 0 0 6] CCT. *0^jragic{^ffl^n^ffl8fgoB* 
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[0007] OS I (Open Systems Interconnection)^ 

[0 0 0 8] I P (Internet Protocol) : ^l/^—^^lf 
Vyu hn;!/ {^-j hV-^M) 

1 Q? / \ P (Transport Control Protocol/Internet P 

rotocol) : y ho^^a hn;!/?* 

U D P (User Datagram Protocol) : U^^-^^ Vl^Xgi 

TCP (Transmission Control Protocol) : r3^.^>^ a 

VPN (Virtual Private Network) : WSMM^ 

I S P (Internet Service Provider) : -YV^ — h 

RFC (Request for Comments) : — h 7— ^ 

T-^/^^ms^^i^^^m^m^^m. 240 k 266 

K 2 5 4 7 

I P s e c (IP security) : ^Z/^—^ J hT^P 

ESP: I P s e c Df^^L^cBg^fbT^-^. 

L 2 T P (Layer Two Tunneling Protocol) i^^'YZ h 
l^^-^V >^Vp ha;l/MP L S (Multi Protocol Label 
Switching) : v;l/^:^n h a^lz-^^^l/X-T *y ^ V-^ 
LAC (L2TP Access Concentrator) : L2TP7'^-feX 

P P P (Point to Point Protocol) : ^j^^MMV I Pjgt 

L N S (LT2P Network Server) : L 2 T P h 7— 

IEEE (Institute of Electrical and Electronics E 
ngineers) : Y ;^ V :^m^ • ®^Stri#fffl^ 
IPv6 (IP version 6) : 7 KUXS^:g< Lfc I P 
NetBIOS (Network Basic Input /Output System) 

I P X (Internetwork Packet Exchange) : y^J]/t±(0:^^ 

A p p 1 e T a 1 k : TyyM±(D^y by— ^OS 

[0009] 

P s e c^mmi^tcyj^Xlt. h'y-i/miCiol^^X 

I p/^^y h(Dmmttti'y^Mtt^n^rci!b. mm 

[0 0 10] ^fc. L 2T P«:ffifflL:rc75-ST't±. 
^7vh3!)^PPPgJ^LT0^S/)\ *fct±l|ffly>^h^ 



[0 0 1 1 ] ^fc. MP L S^f^fflLfcTj^Tti. MP 
LSlc^i:BLrz)i^-^xmf&-^nrc^-y hy-i7rtTL 

[0 0 12] ^cx\ ^m^cosm^. ±tmm^m^tk 

I PS5^/M^/cL AN|WI±^ftjicDVPN^LTa 
[0 0 13] 

lC2|s:5g0^li, OS I #Ha^7=^;l/^0T'— >^MiO:7U 
-i^^2ISm'rSC^/)^T*^§LANfiij3}C-hi:OS I 

t^^m^m(D \ PT FUX^g^f ^/Vy:7ra5;S:{g 
A. fulHL ANt]>1?-hTni:. :t^>y h'7-^^SSn^-7^ 

U-L.^'r-i^tf^ I P^'^^^y h^f^^ (:^7y-fe;l/ 

20. ft) ^fO/^>5r^y I P^ffiJ^-b7b^?> hV^U V 

^^om^mmxicmmt^mm^m^. mmi pmm^^ 
. - hXHt. sm^xicm^nx^Tc i p/^^^^y h^sfi 

[0 0 14] HulEL ANfiiJ4<- htC*5l/^T§fiL:rc7^- 
^y v^ii7U-A^:«7y-fe;Wt'rSfSJc. 'f—^(D[^ 

tt^iiE^'rSiSliE^^y^^{xf*D-rs«flg^&<i^. tuts I 
Pa^ffly^J^-htc^Sl/^T^fiLfc I P/^>5ry h:^^^-^-^ 

V :y<7m(oyiy-i.:^^\)m-tmc. ^(Oi P/^^'y h 

it? I p/^^*y hmmm(ojEmit'p7'''^^uomm^ 

tixi^^m^icit^mt^nxi^^^'r-^^mmtT^ 
mm^m^x^^i,\ 

40 [0015] 

[0 0 1 6] 01 tc^$ns<fc'3lc. *%0^^i:0S§ h V 
:^ U ^'^^^M 1 0 Hi. LA Nm(bBmmcmU'^tl^ 

L A Nfiij^}^- h I pa^ 1 3 1 mo&mm^mm^ti^ 
\ pmm^^-ht^mpi. ^m^h>^v>^(o^^t 

LTct^cohi^^Vzyyom.^.trs^^m^mcoi PZK 

[0 0 1 7] il(Oh>:^U V^^'SHl 0 1 ti. LAN/)^ 
50 ^SmLtcr'-i^Viy^moyXy-L. iCCXit-f—^ 



•5) 1 2 1 ^UDPx-^^L. CCOVDPy^-^lcU 

1 2 2 ^{*«:m^OB»^{t:*S (C C Tli: I P s e c 

SP^y^^Rlfhl^-^^iiimLXyiy-L. (ESP-r 
\ ZS^V^f&t^mmt^&t. IKOyiy-L.! 

2 3lcC(Oy\y-L.\ ZS^MM'r—^tT^mWE^y 

^ iccvitAH^y^y ^HlmLryu-L. \ 2 4^ io 
ivm.t^mmmmmu^mt. c(oyu-L.\ za^i 

Px-^i:L. CCD I P-r-^Jc/^-y:7Ta5JC§^^n 

Tl^^ I Py KUX^ffli/^/c I P^'y:$?*^f^j!jnLT:^^y 
hy-^m(oy\y-L. (I P/^^^yh) 1 2 5^Sr{^^ 

[0 0 1 8] ^fd. C(Oh>;^U V^^^Bl 0 Ui. I 
Pfigi 3 It^i^^mLTc^y Yy-^m<Oy\yL. (I 
P/^^^y b) A^±fB?!7y-fe;WWCctS I Pv'^^^y h 1 2 

P'f—^V^^yly—L.l 2 4tc:'^^nTl/^^|gfiE^'y 20 

MSEt^-^ (:7U-1.1 2 3) ic^^tixii^^m^it^ 
'V ^*^|gia! LTBg^fbT^^-^ ^^^fk LT U D P :7 

Ai z z^mftt^mmt^WLt. ^cdudp^u-z^ 
yu-L.mm^mt^m^^o 

[0 0 19] \ 1 1 itLAUlcmm^tlfct^. 141 

I PS? 1 3 1 t(o^m^n^)i'—^x^^o 1 

ti. hv*u:y^^Bi 0 i*MoL*^^$nTt.^^«/^ 

/)V I PS? 1 3 1 tc?tscc) h z/^ V zy^frnm 1 o 1 30 
mx^^o ^(om^mzic^^vmnr^o 

[0 0 2 0] ia2tC^l^T\ L AN 2 2 Ui:*limA<?D 
^-V-^yh. L AN 2 2 2t±«|imBO^— 

I P812 3 1 ti^rv^'-^^^y 20 K 2 02 
Itt. ^^miC^.^ h V:^U Z/^^mm. 2 4 K 2 4 2 
;l/-^T^^o h V^^y V^^SS2 0 K 2 0 2C0IP 
MiJ3}^- h 2 5 K 2 5 4 2 4 K 2 4 2 IC^ 

ti^nmm^n. i panffl:^^- h 2 5 k 254 o-r- 

;J^— h252. 253 LAN22K 222 tC^tl 
^nWtmZtlXi^^^o LAN22K 2 2 2(DffiS*2 1 
1-2 1 4Jct*TCP/l pyn hzi;l/^^*^5nTV> 

So 

[00 2 1 ] ^^71^2 11-214. ShVJ^^Uvy^ 
@2 0K 2 0 2Stf^;l/— ^2 4 K 2 4 2(D-f>^ 
'7ai-XO I PTKUX&t/MACZKl^;^ti:0 7OJ; 

^a5«<ORF#«:^LTt^Sc SfoT. mtf. «S*2 1 " so 



il^Bfl 2 0 0 2 - 2 7 1 4 1 7 



1 <DMA C7 KU:^ti. "0 0:00:00:00:0 
0:01". IP7KUXli. "19 2. 0. 0. 1/ 

2 4" Tfe^o 

[0 0 2 2] h>':7^U >'^*^S2 0 K 2 0 2OUDP 

hS^ii. ** 1 7 0 1 " \cw^'^nx{,^^^<otir 

So 

[0 0 2 3] h>:t^'J V^*^E2 0 K 2 0 2iOy7h 

hv^'j:/^*SH2 0 K 2 0 2ti. y:7h»5'x7' 

^LT^>35:<^*.. LANfiiJjJ^-h&QM PS?ffli^i<-h 
lc:fettS-Y-1t^*y hic0^S4aS^?f •9-<-1t^^'y h K 
^-f^^t. TC P/I PSr>M P s e cy:7 h'^xT 

:^mnic^.^h:y^V:y^*vyh^aiTt^m^ 
So ^1 T'itt0^Lfc&^©t±. cine>toy:7 h'i7xZT' 

l|3K?nTl^So 
[0 0 2 4] hV^UV^'SB2 0K 2 0 2CO/N— K 
'^xTS^ti:. 0 1 S(D^vlct^^Xi^^^t>(Dt'r^o 
EP-^. hV:^.U ^-$^^^2 0 K 2 0 2li. O S I #»g 

T^^S L A NffliJ^i^- h 1 8 0 1 O S I 

^^y h*7-^Jic>>'U-i:.^)ii§fi-rsci:*^T'^s i 

PSB?ffiij3K-M 802^. S^^rhV^U 

Lrzt^(Ohiy^V:y^^(D%mtrj::^m^m(0\ PTK 
UX^^S^^S/Vy >^TgP^-&ty^fBii^H 18 0 3 

ii. ms(ovy h'i^xz^^ff'rsc pu 1 s o 4 
ffiS3f2«^H 1 8 0 5 ^^^-rso 

[0 0 2 5] ia2<Dci;^lciim^H/)^S^S2':::5iOL A 
N2 2 K 2 2 2;&VPNg^^L. 3^*2 1 1 t^^Z 

1 3 t<orsx^±icmmT^:^^^(omm^i;rF\cj&^ 

So ^^SSmiTHi. VPNcO-t^zLVr^mm 

mSE^fro I P s ec^mmi^fco 

[0 0 2 6] ^-r. ^^Z 1 1 ;b>^4S*2 1 3-N^TT 
LAN 2 2 l-\:7U-i^;b^)3l«$nfc'£>(Oi:-rSo 

[0 0 2 7] hV^U V^'SS2 0 Iti. LAN2 2 1 

A 1 2 1) tc^5t4^- hS^;& "17 0 1" Icm^Lfc 
UDP^*y^^f^f*nt-S (:7U-i^l 2 2) o UDP^ 
*y:$^(i. ^1 2tc^f'7:t~^^y hT^ff^^nSo 0 1 

2 ^C:J3l/>T. 12 0 1 A^^Jt^^- hS^ "17 0 1"^ 
tSJWrS:7 KTfeSo 

[0 0 2 8] ^^tc. b V^U V^'S®2 0 Iti:. UDP 
7^U-A1 2 2^(*:*Bi^ft:U. ESP-N^y^ST»U 
-^^MtaLXESP¥-^ (7U-A1 2 3) ^f^^ 

•rso Esp^-rn-Kti. m\ 5\c^Ty:t—'^y h 
Tf^^^nSo 

[0 0 2 9] ^>:lc. h>^U>'^'^B2 0 Iti:. /^^>y 
h<0iEai4*liEWrSAH^*y^*M*n-rS (37 U— 2^ 
1 2 4) o AH^'y^«. 01 4\cmiry:i—^yhX 
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( h V vy^B 2 0 1) ^ h U z/i^^coith.^t L 

V^U V*^*SS2 0 2) O I P7'KU7L;g:7';*v:7ra50 
rt^ (S7) 3b>^W^L. I PS^lIiJ>-}?-h 2 5 4tD I P 
ZKUX"2 0. 0. 0. 2/2 4" ^ffll/^T hV^^U 

v^'^g2 0 2;&^6Jti:'rs I P^'v^^^f^^b. ceo 

1 P^^y^^^U-i:. 1 2 4 M^taT^C^tC I 

P/^^^yh (:7U-Ai 2 5) ^fp^^^o I P^y^* 10 
ti. 1 1 ics'>"r:7;t-*T^y hT'f^^^nSo ^ i uc 

:feV>T 110 1 /)^5SJt I PT KU:^^tS*fit*S:7^-;l/ 

KT$>^o hv^ v>^'^B2 0 ni. c:o:7u— ixi 

2 5^1 P WJ4^- h 2 5 1 t^i^Jl—^ 2 4 1 h 

2 6 1 ^^mr^o 

[00 3 1 ] I P)aH|iJ=l^- h 2 5 1 icmmr^y" 

$>:^rcit. I panM^j^- h 2 5 1 i^mmcmm^ ti^ 

1 2 5) LT. 1 E E E 8 O 2. 2/ 20 

8 0 2. 3:^-:/^Mt:^t,±mi 0<O^-V^y 
Mtm^t>nrcm^t^^o 09. loic^fei^r. 90 

CO 0 3 2] 2 4 1 h262<fcDIPag2 

3-1 Icmm-^tlTc I P/^-^r^y hit; . 2 4 20>-K 

- h 2 6 3 'Niimb. 4^- h 2 6 4 J; D h U >'y^ 

®2 0 2CD I ps^fiij'-}^— h 2 5 Aicmm-^n^o 

[0 0 3 3] hV^y >^«fi2 0 2ti. lP«g/)^^g 
m(D\} D P^i^— h " 1 7 0 1" ^r(0 1 P^^^ y h (:7 3o 
U-i:.! 2 5) (I P-Ny^5f*lCtS«fi^nTi/>^^$feI P 
TFUX/)^"2 0. 0, 0, 2/2 4" ) ^Sfibfcii 

tt^6i|gL. :7U-/^1 2 30E S P'r-:$f(Oa^ft^ 
tT(/\ y 1^—1.1 2 2<OUDP'N'y^^att?K^l/^T7C^O 
-Y— hy^U-A (yU-Al 2 1) :&att)aL. 
^cD:71^-L.^&L ANffliJ4^-h2 5 3:6^^L AN 2 2 2 

[0 0 3 4] C<Oy U-L.lt ^ 1 3Jciim-rSo 

ccDci;-9tcLT. i^*2 1 Iti'i^iS^m^nrcyU—L.if^ 40 

iffi*2 1 sic^m^n^o 

[0 0 3 5] iS*2 1 3*>e>a^2 1 1 ^N^TTL AN 

2 2 2'N:7U-A;^^iMfi^n/cli'a'lcoi/^Tt>. h:y^ 
u v^^^M 2 0 2 h >^ u y^*^m 20 1 t [5]^tC. 
LAN{l!|;}^-h2 5 3 Lfc^ U-i:.;&tu5E^|iHi 

<o9iim (I p s e ci&m. ^yii^i^mm) \c^K>:^y' 

17 0 1) tc?BTT I Pmm^mmir^^ h ly^ 
Uvy^S2 0Ui, I P3B5ffl!l3b^c,g^(OUD PaK-h 
(S^ 17 0 1) T'S^bfc I P/^^ y ht^ibwlT^tm 50 
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m(o9m ( I p s e cmm. ^y^^^&um iccto^ 

ANfflJvl^— h 2 5 2/j>?, L A N 2 2 1 tC^^flT^o C -9 

LT. is*2 1 3fi^^mm^nrcyiy-L.ff^^2 i i 
[0 0 3 6] ^43. ^nmrnmisit. uDP>i^-h§^ 

UT 1 7 0 1 m^&,m LTl/^S;^)^ {fitOS^T*^^^ 

[0 0 3 7] ^fc. ^msmmvit. -r-^uv^no 

:7U-"i:.ti:UD P^«yi5^^ I P^-y :$^^^{^*OLfc^^ 
TCP^^y^^i:! P-\-y^^t^i^LXt,J;i<. «g(/Hi 
fflgoh-^vxvi^-hii^'y^^: I P^yi^t^i^fmL 

X^^<. ^i^Ht \ P^y^^(0^^^muLX'^^i^\ 
TCP^y^^<Dyyir-^yhlt^ mi 3lC^s'tt:i6K>X 

[0 0 3 8] CCT\ 5S*2 1 1 fft^^2 1 3^TO-r 

-it:^^^y hy u-L.^mmLrzm'^(omtiim^mtL 

X. 1 I7b^ffl7l^2 1 3<DMAC7'FUX^&»^f 

§fci6tcARPS5R:7U-A^LAN2 2 1 rtOi^iS* 

*2 1 1 :;^^5Mff L/cAR Pg*:7U'-i:.ti, F>:?^U> 
^•^g2 0 llC^r:>X:^':f'^M\:Znh:/^Vzyymm 
2 0 2^]eiM$n^o F vy^S2 0 2ti:. ^t? 

m L/C A R PW^y \y-L.^LAN2 2 2 rt^O^ffimtC 
r/u-F^-vXFSIfi-rSo i^*2 1 sit. COARP 

S*>^ u-A^^ff-rs ^> A R pjs^:7 l^-z^^il^* 

2 1 l^T^CZL-:^^XFSim-rSo CCOARPlS^y 
U-Ati. F>'^U>i^SS2 0 2lCj;oT*y-fe;Wt 
^tlFV^t^U V^'^g2 0 1 'Neig^nSo FV:^U> 
^7'Sg2 0ni. a^OmLfcARP/S^^U-A^L A 
N 2 2 1 lc:x-^-vX hSIfirSo »3S*2 1 1 ti. CO 

A R p;C^:7 u- A^&gSf § c i: tc:S:So 

[0 0 3 9] ^mMlCXmS. I P s e c tOBf ^fbtC<J: 

AN2 2K 2 2 2J;(J^O:^'y F'7-'577b>e>cOj$^^*§ 

L AN 2 2 1 L AN 2 2 2 ^Or^TV 
PN^mmt^Ctf^^-^mt^^o Sfc. CfDi:^LA 
N 2 2 K 2 2 2ti. ^^ZT'pys^ ^^^X^mcEnXV^^ 

isii: L A N-fei^v > F tmmx$>^o 
[0 0 4 0] *^ssm^Tni> ©m^^*^s^^2oo 

-r— h^mc I P'9-:/^^y F^LTVPN^M^ 
Lfc:;!)^ ^-1t**y FT'ti^«/Mfi<07^-^' U V^SOii 
flTa^T'SoT^. S/c. I PtWtO^^y F7-^/iy 
P Fn;l/;&MfflLfcii-&T*feoTfe. 2(s:^^lc<J: D V P 
N^«l^-rSC4:*^T#So 

[0 0 4 1 ] Sfc. 0 3lc5^f <i:"9Jc. SS*3 1 1 -3 
1 2<0'ry^J\yhV-h^jL^^J\y-^3 4 Hc^^ 
L> /Nr'^X-r^y^^ffifflLTF>^;^U>^'SB3 0 1 

*/^^■rtc-<-t^:^^*y F7U-Z:.^iejg;i/— 3 4 nc 
mm-r^ctic^^). lan32 i±©ffi*3 1 1-3 



(6) 



2002-271417 



10 



1 2t'^hi/:^v:yy^m^iYLri^^\^^^:y^-^^-j h 
±(o^^ 3 13-314) t^mm^noct 

^fflt/^fc^^v m^mo^y h^-i7lc^^ 

[0 0 4 2] 

So 

[00 4 3] (1) iS^^l cO^B^lCcfcD. hV^^VV 

So 

[0 0 4 4] C2) m^mico^mit. \ p s e c^m 

bn^l/jcPE^^n-Tx I P V 6->f»N e t B I OS. IP 
X. A p p 1 e T a 1 k^^Ofet^f^^^n M3;l/C0a^ 

[0 0 4 5] i3) m^m2(0^m(DJ;:'o\C. IPse 
cll^o-t^ ^ U 7^>f ^Bg^ffl^iitr <i cfc o T 2 -3(0 
L ANP^OiifirtS^^^y h'7-^±omH#tCctSiS 

[0 0 4 6] (4) mimzo^Bmt. izTP^i^m 
\^\ sfc. MP Ls^mmLrc:f3^<o^oici pm±(o 

IPs e c^i$flabfc7?S:i:lRl^tC*So 
[^®(OfS#^itt0>g] 

[0 1 ] ^^m(o-mmmm^^sr h >^ v :/ifmm(D 



30 



[0 2] :^mM<ohi/^v>ymm^m\^^rc^y h'y- 
[S3] ^^mhi^^viy^'mm^mi^^rc^yh^y- 
[0 4] \ p s e c:^mc^^ypN(omfiimvs>^o 

[05] L2TP75^tC<fcSVPNiO^^0T'^So 
[06] MP L STj^StCcfcSV PNO^^0T'feSo 
[0 7] 0 2(D:^^*y h7-^tC:|ottS«-fi|gg<07KUX 

[0 8] 0 1 O hV^^U V^!7^EOV7 h^7iZ#i^0 

[09] 2|5:^Ji:<fcS I P/<^ y E E E 8 0 2, 

2/8 0 2. 3:^:/'^MtLrzy\y-L.<omf&mv^ 

So 

[01 0] ^%mc^^ I P/^^^y h^^—V-^y h:^ 

[011] I p-\y.^^(omfS.mx&^o 

[012] UDP^*y^O«^0T*^So 
[013] TC P^»y^''O®^0T^So 
[0 14] \ P s e cXm^^^AH^yi^(Omf&mV& 

So . 

[015] I P s e cTffll^SE S P^>f n— F*0«J« 

0T^So 

[016] L2T P^y^^(Dmf&mX&^o 
[017] MP L ST'fflt.^SS/A^^y^O#i^0T'S 

So- 

[0 1 8] 01Oh>:t^U>^'^gcO>'N-F'^x7'^^ 
0-e^So 

1 0 K 2 10. 



1 3 K 

2 2 K 
2 5 K 
2 5 2. 
18 0 3 



2 3 1 > 
2 2 2. 
2 5 4 . 
2 5 3. 



2 0 2, 

3 31 
3 2 1, 
3 5 1, 
3 5 2, 



30 1 hV^UV^^^S 

I pm 

3 2 2 LAN 

1 8 0 2 1 PSgffl!|5J^~-h 

18 0 1 L ANffliJ/}^- h 



[02] 



[03] 





(7) 



1tB3 2002-2 7. 1417 



[0 4] 




125 ■ 



hp 'V-yJf 



IP -7"—^ 



AH 



123- 



122 



UDP 



121- 



101 



LAN 




[0 5] 




•t2 S1» S14 




[08] 



[0 7] 









111 


C0:0O: 00:90:00:01 


in. 0.0. 1/24 


III 


00:80:00:00:00:08 


192. 0.0. 2/24 


ZIS 


00:00:00:00:00:03 


192.0.0. 3/24 


ZM 


00:90:00:00:00:04 


1910.0.4/24 


2U 


00:00:00:00:00:05 


10.0.0.1/24 


tit 


00:Oa:00:00:00:tS 




Z63 


00:00:00:00:00:07 




2S4 


00:00:00:00:00:08 


20.0.0.1/24 


161 


00:00:00:00:00:09 


!0.0. 0.3/24 


213 


00: 00:00:00: 00 :Ofl 


1.0.0. l/2i 


Zi3 


OC:00:00:00:OQ:7& 


2.0.0.1/24 


2«4 


00:00:00:00:00:0c 


20.0. 0.2/24 



TCP/IP + JPwc 



(8) 



2002-271417 



[09] ' 



Cbyte) 

6 6 2 1 1 1 3 2 38-1492 4 
— T>< X X >< X >< > < X X > 



SA I length Ids AP|33AF| C | OC | type 



CKC I 



DA 



data 



DA : Deatination Address 

SA : Source Address 

DSAF : Destinatin Service Access Point 

SSAP : Source Service Access Point 

C : Control 

OC : Original Code 

CRC : Cyclic Redundancy Check 



901 



:mi 0] 



<16-'1500 



(byte) 
4 



< >< X X 




X > 


DA 


SA 


type 1 


data 


CRC 



DA : Destiaation Address 

SA : Source Address 

CRC : Cyclic Redundancy Check 



1001 



II 1] 



(byte) 



0 

1 1 


1 1 


16 

1 1 1 


16 

1 


III II 


Si 

1 






version 


Hl^n^h 


Type of Service 




length 


Identifier 






flagment offset 


Time 1\> Limit 


protocol 


checksum 


Source IP Address 






Destination IP Address 




option 



— TIOJ 



1 2] 



J L 



16 16 

I 



J I L 



(byte) 
31 

I « I 









UDP^x vi?-tfA 



1201 



(9) 



2002-271417 



J \ I I I L 



mi 3] 

16 16 
J I L 



J I L 



(byte) 
31 

J 1_J 















^y^^S reserve 1 |l 













0 . . 15 16 

1 1 I i I I I I I I i I I I 



(byte) 
31 

I I I 



Next Header 



Pay I pad Len 



Reserved 



Security Parameters Index(SPl) 



Sequence Number Field 



Authentication Data(pJ^:5) 



I I I I 



115] 



15 16 
I I I I 



(byte) 
31 

I I I I 



Sccnrily Parameters Index (SPI> 



Sequence Number Field 



Pay load Dala(nia!fi) 



Paddi ng(0-255byte) 



Pad length 



Nexl Header 



Aulhenticalicn DaU(Ml^i^) 



1 7] 



20 



< 




Xr- 


X ><— — — 


—> 




exp 


s 


TTL 



(byte) 



exp : Hl^ffl 

TTL : Time lb live 



(10) 



2002-271417 



II 6] 



16 16 



J L 



I I 1 



J L 



(byte) 
31 

J J_l 



t|L R r| S R 0 P r1 R r|r veruion 




Tunnel ID 


Session ID 


Ns 


Nr ■ 


Offset Size 


Offset Paddingr'^Jftfi) 



T : type bit 
L : length bit 
R : reserve 
S : sequence bit 
O : ofEset bit 
P : priorith bit 



1801 



im 1 8] 



1803- 



1B02 



CPU 



1804 



1305 



(72)^0j# mm m:sc 



F 5B085 AEOO AE29 BA07 BG07 

58089 GA04 GA31 HA06 HAIO HB19 
JB24 KA04 KA09 KB04 KB06 
KC28 KC47 KDOl KE02 KE03 
Kt'OS KH04 KH30 
5K030 GA15 HA08 H618 HCOl HD03 
HD06 HD09 JA05 KA13 LA07 
LD19 LEI I 
5K033 AA09 BA02 CA08 CB08 CBU 
CCGl CC04 DA06 DBIO DB19 



